USF HEALTH Information Technology HOW-TO GUIDE: Getting to Secure Remote to Work.

Why read this document?
This document will walk you through the steps of setting up Secure Remote.

Step One: Right click on the key at the lower
right hand of the screen and select settings.

Help
Stop VPM-1 SecuRemote

Tools » G
Recyde Bin

Status

&, Check Point VPN-1 SecuRemote Settings

Connections | Options | Security | Certificates | Advanced

A site represents the organization you want to connect to.
A profile defines the parameters SecureClient will use to
connect to your site.

Site Prefile New »

- YHSCHIPAA
Step Two: This is what you will see next. You &) HSCHIPAA

will need to click on the Delete key to delete the
Site. Just click ok when it asks you if you are sure. Options

:

QK ][ Cancel H Help
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Step Three: Click on new and select site.

R, Check Point YPN-1 SecuRemote Settings

Connections |Option5 Secuity | Certificates | Advanced

A profile defines the parameters SecureClient will use to

@ A site represents the organization you want to connect to.
connect to your site.

Profile

Options »

OK || Cancel |[ Hebp

Step Four: This is the next screen you will
see, just fill in the blanks as shown below.
Check the box “Display Name” in order to
change the bottom field.

Site Wizard

Welcome to the Site Wizard
The Site describes the destination of your secure connections.

A

)

EI'I.‘.

To continue, fill in the required information and click Mext.

Server Address or Name: |131 2471697 |

Display Mame: |HSCHIPAY |

Mend = l [ Cancel ] [ Help
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Site Wizard

Authentication Method e

il
'When connecting to the site, SecuRemote can validate your identity in varous E:I§
ways. Select the authentication method to be used. o

(*)iUser name and Password:
Click f your systerm administrator provided you with an account name and
a password.

() Certificate

- . . . Click if you are using Hardware tokens, Entrust, PKCSH12 or any other certificate
Step Five: Just click next on this screen. type.

) SecurlD
Click if you are using RSA SecurlD.

() Challenge Response
Click i you are required to provide different responses to a challenge each time you
connect. (Forinstance if you will be required to enter a different password on every
connection, or if your Authentication Type is question/answer).

[ Meat > ][ Cancel ] [ Help ]

Site Wizard

User Details

7
Specify User name and password. i

)

User name: |kdeshong |
Step Six: Type in your username and Password:  |sesessss |
password on the next screen.
« Back ” Next > ] l Cancel ] l Help
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Step Seven: Click next on this screen.

Site Wizard

Select Connectivity Settings it
Select Standard or Advanced connectivity settings. :§

=

E‘“

SecuRemote will now obtain site information from your server.
Click Advanced only if you experience networking difficulties using Standard settings.

< Back ”

1=
2
W

] [ Cancel ] [ Help

Step Eight: Click next on this screen.

Site Wizard

Please Validate Site: HSCHIPAA

You can compare the strings below to the site identity aiven to you by your
administrator, to make sure you are contacting the comect site.

)

Intemial CA Certificate Fingerprint:
‘GILTAGUASNUG RAM HART QAK TIDY LOT COY QWE JAB DID |

Peer DM:
‘CN:HSCH IPAA-2 VPN Certificate O=hschipaa hsc usf.edu jidwe |

i [ Cancel ] [ Help
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Site Wizard

Site Created Successfully! §

Save the newly created site.

o)

Your Site has been created successfully.

To save the data and close this wizard, click Finish.

Step Nine: Click finish and you’re done.

Back | Finish |l Cancel ] l Help

%, Check Point YPN-1 SecuRemote Settings

Cannections |Options || Securty | Certfficates | Advanced |

A site represents the organization you want to connect to.
A profile defines the parameters SecureClient will use to
connect to your site.

Site Profile
i HSCHIPAA -
&) HSCHIPAA e

Step Ten: Click OK to close the window. Optiens

OK || Cancel || Heb

You should now be able to connect with SecuRemote.
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